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Annotation. The purpose of the article is examines internal and external control in a computer environment
with an emphasis on software and a component approach. Methodology of research. The control system is con-
sidered as an important tool for ensuring the stability of the functioning of the public sector and business entities.
Special attention is paid to the need to modernize control methods in connection with the development of informa-
tion technologies. Findings. It was determined that modern software should ensure the protection of information
resources and control over compliance with legal norms. The article substantiates the advantages of implementing
a component approach for creating flexible, scalable and effective control systems. Practical value. The interaction
between state and private business entities in the process of control, the importance of coordination and information
exchange for timely identification of potential threats is considered.
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General statement of the problem and its con-
nection with the most important scientific or
practical tasks. The control system in Ukraine is an
important tool for ensuring the stability of the func-
tioning of the public sector, including the state admin-
istration and other business entities belonging to vari-
ous sectors of the economy. With the development
of information technologies, the need to modernize
existing control methods and tools and introduce new
approaches to the control system is growing. The
creation of effective control systems in the computer
environment, which ensure the protection of informa-
tion resources, control over compliance with legal
norms, and prompt response to potential threats, is
gaining special relevance.

The control system includes both public and pri-
vate initiatives aimed at ensuring cyber security,
data protection and information flow management.
One of the key tasks is the development of mod-
ern software that can integrate with existing systems
and adapt to the specific needs of the national infra-
structure. Implementation of a component approach
to the creation of such systems will ensure their
flexibility, scalability and efficiency in the use of
resources.

Particular attention should be paid to issues of
interaction between various subjects of the control
system, including state institutions, private economic
entities, institutions belonging to different industries
(education, health care, etc.). That is why it is impor-
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tant to ensure the appropriate level of coordination
and information exchange for timely identification of
potential threats.

Analysis of recent research and publications.
The significant interest of scientists and practi-
tioners in the chosen subject matter among most
researchers is focused on the analysis of software
(software products) that is actively used for inter-
nal and external control. Such scientists as Borov-
kova T. [1], Burak M.P. [2], Butynets T.A. [3],
Ivakhnenkov S.V. [4], Kovtun T.V. [5], Purii H.M.
[6], Khorunzhak N.M. [7], Yaremko L.Y. [2] etc. In
their research, they draw attention to the importance
of automation of management in the conditions
of modern challenges, especially in crisis periods,
for example during war. Recent studies of control
in the computer environment indicate a significant
increase in attention to the development of software
for the effective control of financial and manage-
ment processes [1-7].

In our opinion, one of the main ways of solving
control problems is the use of a component approach,
which allows to increase the flexibility and adaptabil-
ity of the computerized systems used for its imple-
mentation, and to significantly increase the effective-
ness and quality of control actions.

Formation of the objectives of the article is to
justify the feasibility of using a component approach
to overcome the shortcomings of traditional control
software and to develop recommendations for its
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implementation. The realization of this goal involves
the study of the basic principles of the component
approach, the analysis of existing solutions and prac-
tices in the field of control software.

Presentation of the main research material
with full justification of the scientific results
obtained. The process of computerization of con-
trol is an important component of the management
of any economic entity, as it allows to increase the
accuracy, transparency and efficiency of operations
carried out in the course of activity. The choice of
software for these tasks depends on several fac-
tors, such as company size, industry affiliation, and
acquisition costs. Large enterprises often use com-
plex systems such as SAP ERP or Oracle Financials,
which provide a high level of automation and exten-
sive analytical capabilities. At the same time, small
and medium-sized enterprises prefer more affordable
and flexible solutions, such as QuickBooks, Xero or
Zoho Books, which are adapted to their needs and
financial capabilities.

In addition to internal financial control, external
control by state bodies and auditing companies is
gaining special importance. For its effective imple-
mentation, specialized software solutions are used
that automate the processes of verification, audits and
analysis of financial statements. Software products
such as ACL Analytics, IDEA, CaseWare IDEA,

TeamMate, CCH Audit Automation, and ProAudit
offer powerful tools regulatory agencies to effectively
perform their functions and detect violations [8].

The use of modern software for financial control
helps to reduce risks, increase the transparency of
financial transactions and ensure the proper level of
financial discipline at enterprises.

Regardless of the chosen system, it is important to
ensure that it meets the needs of the business and the
ability to integrate with existing processes and sys-
tems. Therefore, the choice of software depends on
the specific needs of the regulatory body, the scope of
inspections and other important indicators.

For visualization and better visualization, all soft-
ware products are described in Table 1.

In Table 2, we will conduct a study of audit soft-
ware products regarding the presence of the most
necessary functions in them, since, unfortunately,
we did not find specific control computerization pro-
grams in the available information resources. Con-
sidering the significant similarity of control and audit
methodology, we consider it possible to carry out
appropriate adaptive design changes to bring such
products into full compliance for control purposes.

As for Ukrainian computer programs for conduc-
ting audits, there are practically none of them in the
Internet search. An exception is the product “Ivakh-
nenkov and Kateniov Audit”, which provides a quick

Table 1

The most popular software products for the computerization of internal and external control
and their features
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Internal control
SAP ERP + | + + | + 4 +
Oracle Financials + + + | + 4 +
Microsoft Dynamics 365 + | + | + + 4
QuickBooks + + | + + 4 | +
Xero + + + + 4 -
Zoho Books + + |+ | + 4 -
External control
ACL Analytics (Galvanize) | + + | + + 4 | +
IDEA Data Analysis n N N 4| 4
Software
CaseWare IDEA + + + + 4 +
TeamMate Audit n . w1y 4 N
Management System
CCH Audit Automation + + + + 4 +
ProAudit + + | + + | 4 | +

Source: author's generalization based on data [8—9]
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Table 2

Characterization of the functions of popular software products regarding the audit of the business entity

Ne The name of the software Functions of computer programs

: product 1 [ 2 | 3 | 4 | s 6 7 | 8 9

Software products for audit purposes

1 | Asset Panda + + — + + _ _ + _
2 | Suralink + — — + + _ _ + _
3 | AuditBoard + + + + - + — + +
4 |KAWAK + + + + + + + - +
5 | SafetyCulture (iAuditor) + + + + - + + + +
6 |Netwrix Auditor + + - - - + _ _ +
7 | Ncontracts + - - + + + _ _ T

Note:* 1 — notification, 2 — compliance management, 3 — corrective and preventive actions, 4 — document management, 5 — document storage, 6 —
incident management, 7 — inspection management, 8 — mobile access, 9 — risk assessment.

Source: compiled by author based on [9]

“express audit”, identification of problem areas,
speeds up the process of familiarizing the auditor
with the specifics of accounting and internal control
of the business entity) [4, p. 40], practically absent.

However, such computer firms as Zfort Group,
N-iX, Vakoms, SoftElegance and others offer custom
development of any analytical direction programs, as
well as audit computerization programs.

Software products of Ukrainian production are
oriented to the needs of domestic enterprises and
develop computer systems taking into account the
modern challenges of society. Despite this, as evi-
denced by our research and the research of a number
of Ukrainian scientists: «it should be noted that today
there is no powerful tool that would allow fully auto-
mating the audit. This is explained by a number of
shortcomings of audit automation» [2, p. 6].

Agreeing with this position, we note that in terms of
control, those software products that are intended for
auditing have a drawback related to the formulation
of the final document — the audit report. Other short-
comings that we discovered in the process of studying
the special literature and characteristics of software
products include: the lack of a unified approach to
the performance of control tasks and communication
problems with access to the regulatory base (except
for the base of the League. Law). In our opinion, it is
advisable to create separate similar platforms under
the headings: external control; internal control. It is
also necessary to create a synergistic complex system
of information and data exchange with access to it by
all specialists who carry out control.

An equally important drawback is that control
computerization programs are unified, and therefore
do not take into account the specifics and features of
a business entity, which are important in control.

In our opinion, overcoming the shortcomings is
possible thanks to the use of a component approach.

The advantage of the component approach is that
unified products can be optimally equipped with the
appropriate application and adapted to the control
object.

Therefore, the rational position of scientists, in
particular such as Burak M. P., Yaremko I. Y., who
believe that such a “product should be flexible, have
advanced means of controlling operations and con-
nection at the level of databases with accounting pro-
grams ... and be easy to use” [2, p. 2].

In general, each of the software products studied
above has its own features and capabilities, but they
also have many common characteristics.

Thanks to this, ensuring the implementation of the
component approach enables the formation of a com-
plex system that will have better characteristics and
compositional relationships for control.

By the way, the component approach, in the his-
torical aspect, is the most modern approach to the
construction and development of software (emerged
after the mid-90s of the last century), which involves
the construction of programs in the form of separate
components. The latter can exist separately, but inter-
acting with each other through standard binary inter-
faces, implement the assigned tasks (in our case, con-
trol) of different users. The same component can be
used for different interfaces. In view of this, there is a
real basis for supporting the necessary control func-
tions through the use of appropriate instructions.

With such an approach, the presence of interacting
programs of arbitrary types (applications, operating
system, etc.) allows you to use the functions provided
by them and implement the necessary control pro-
cesses even remotely. That is, in this case, it does not
matter how specific parts of the program function: in
one process or in different processes.

Also, thanks to the component approach, the func-
tions of the programs can be used on one or on differ-
ent computers. This approach enables multi-channel
interaction using basic mechanisms, and the location
of the controller itself (client) is not important here.
In addition, its advantage is that the same component
can be used in a new program without modification
in applications, which simplifies programming and
makes it cheaper, since already existing software ele-
ments are used.
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Without going into the details of the technical side
of the implementation of the component approach,
we note that basic knowledge about it allows you to
develop appropriate tasks and prescribe the stages
that precede, in fact, the very process of compiling
the program (programming).

Thus, even though most modern software prod-
ucts for control and auditing have advanced capa-
bilities, their integration according to a component
approach will allow increasing the efficiency of these
systems. A component-based approach simplifies
programming, reduces costs, and increases flexibility
by allowing existing program components to be used
for new tasks without modification. This makes the
use of such an approach strategically important for
ensuring effective control and auditing in various sec-
tors of the economy.

Conclusions. Internal and external control in the
digital economy is characterized using information
technologies. They are an important tool for main-
taining the stability, transparency and security of
the public sector and private business entities. Since
the computerization of control allows to increase its

efficiency, there is an urgent need to modernize and
adapt existing computer programs to new require-
ments. The main direction of improvement is the
implementation of the component approach. It pro-
vides flexibility, scalability and performance of the
software product. Using this approach allows you
to effectively integrate the control system with the
existing infrastructures of the enterprise, as well as
adapt the software to the specific requirements of
business entities.

In general, the key task is to create reliable software
products that can integrate with existing systems and
ensure constant control of activities and compliance
by business entities with the requirements of legisla-
tion during their conduct. In addition, it is important
to develop tools that allow you to quickly respond to
potential threats and detect violations. In the future,
the development and use of IT in the process of con-
trol and management depends on the improvement
of methods of their design and implementation, as
well as on the support of synergy between public and
private initiatives to create a more secure and stable
information (computer) environment.
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Jykanoscvka I.P., 3axionoykpaincokuil HayioHanbHutl yHieepcumem. Buympiwniii ma 306nimnin konmpons
6 Komn’1omepHomy cepeoosunii: npozpamue 3ade3neuenns ma KOMnOHenmHuil nioxio.

Anomauyia. Memorw cmammi € 00TpyHNY8AHHS OOYLTLHOCMI 3ACMOCYBAHHA KOMHNOHEHMHO20 Ni0X00y OJid No-
00aHHs HEOONIKIE8 MPAOUYIUHO20 NPOSPAMHO20 3A0e3NeUeH s KOHMPOMIO 1l pO3POOKA PeKOMeHOayill wooo 1020
enpogaodicents. Peanizayis yiei memu nepedbauac 6uuentsi OCHOGHUX NPUHYUNIE KOMIOHEHMHO20 NiOX00Y, ana-
i3 ICHYIOUUX piuens | npakmuk y cghepi npoepamno2o 3abesneuents koumpono. Memoouka 0ocnioxicenns. Pos-
2NAHYMO cUcmeMy KOHMPONIO AK 8ANCIUSUL IHCMPYMeHM 3a0e3neuents cmabitbHocmi QyHKYIOHY8aHHs 0epicas-
Ho2o cexmopy ma cyo’exmie eocnodapiosanns. Ocobausa yeaza npudiieHa HeoOXionocmi MoOepHizayii memooie
KOHMPONIO Y 38 513Ky 3 pO36UMKOM iHghopmayitinux mexnonocii. Pesynemamu. Busnaueno, wo cyuacne npoepamte
3abe3neuenns mae 3abe3neuysamu 3axXucm iHPOPMayitiHux pecypcie ma KOHmMpoib 3a OOMPUMAHHAM 3AKOHOO0AE-
uux HopM. Y cmammi 00Ipynmogano nepegazu 6npoeaodICeH s KOMNOHEHMHO20 NiOX00Y 0/ CIBOPEHHs. SHYYKUX,
macwmaboganux i epekmusHux cucmem konmponio. Ha oymxy asmopa, noooiants HedoniKie npozpamno2o 3aoes-
NeUeHHs. KOHMPOTIO MONCTUBE CAME 3A80AKU BUKOPUCHIAHHIO KOMNOHEHMHO20 Ni0X00Y, SKull nepedbauae no6yoogy
npozpam y eueniadi okpemux komnorenmis. Ilpakmuuna 3nauywiicme pe3yivmamis 00ciniodycenns. Pozensnymo
63AEMO0iI0 MidIC 0ePIAHCABHUMU MA NPUBAMHUMYU CYO EKMAMU 20CHO0APIOBAHHS. 8 NPOYECi KOHMPOINIO, GANACIUGICIb
KoopouHayii ma oominy inghopmayicio 0 c80€4aACH020 GuABIeHHs: nomenyitnux 3azpo3. Oxkpemy ysaey 30cepeo-
JHCEHO HA NPOZPAMHOMY 3a6e3neyeHHi 05 asMoMamu3ayii KOHMpPonio, ceped AKUX NONYIAPHI pilueHHsl 01 GeTUKUX
ma cepeonix nionpuemcms, maxi sk SAP ERP, Oracle Financials, QuickBooks, Xero, Zoho Books mowo. Aemop
MAKoNHC AHANI3YE NPOSPAMHI NPOOYKMuU OJisl 308HIWHb020 Konmponto, maxi sk ACL Analytics, IDEA, TeamMate,
WO BUKOPUCTOBYIOMbCS 0TI ABMOMAMuU3ayii nepesipox, ayoumie ma ananizy ¢inancogoi 3eimuocmi. ¥ cmammi
AKYEHMYEMbCAL y8aa HA BAACIUBOCTNT A0anmayii npoepamnoco 3abesneyenns 0o cneyu@iunux nomped cyo’'ckmis
20Cn00apIo6anHs, Wo 003601UMb NIOGUWUMU eQeKMUBHICIb KOHMPONI0. Aémopom eusnaueHo, wo Kiovose 3a-
B0AHHS NONAAE Y CIMBOPEHHT HAOIUHUX NPOSPAMHUX NPOOVKMIB, AKI MONCYIMb [HMESPY8amucs 3 iCHYOUUMU CUC-
memamu ma 3abe3nevyeamu be3nepepeHuUll KOHMPOIb OIAIbHOCMIE Ul OOMPUMAHHAM CYO '€EKMaMu 20CnO0apIO8aHHs
3AKOHOOABUUX BUMO2.

Knrwuosi cnosa: konmponw, ayoum, ghinancu, (hinancosa 36imuicmo, iHGhopmayitini mexHonoeii, npocpamue 3a-
be3neuenHsl, KOMNOHeHMHUU NiOXIO.
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